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Economic Intrusion detection is discovering unauthorized network
activity and recognizing whether the data is an abnormal network
transmission. Recent research has focused on semi-supervised
learning mechanisms for identifying abnormal network traffic to
deal with both labeled and unlabeled in industry. Economic shift
generation is very crucial in creating a balance between hyper sen-
sitive generation and superficial balance. However, real-time train-
ing and classifying network traffic remains as challenges, as they
can lead to the degradation of the overall dataset and difficulties in
preventing attacks. Additionally, existing semi-supervised learning
research may not comprehensively analyze the experimental re-
sults. To address these issues, we propose XA-GANomaly, a novel
technique for explainable adaptive semi-supervised learning using
GANomaly, an image anomalous detection model, that sequentially
trains small subsets in a dynamic way. First, we introduce a Deep
Neural Network (DNN) based GANomaly for semi-supervised
learning. Second, we present our proposed adaptive algorithm for
DNN-based GANomaly, validated with four subsets of the adaptive
dataset. Finally, we demonstrate a monitoring system that incorpo-
rating three explainable techniques — SHapley Additive exPlana-
tions (SHAP), reconstruction error visualization, and t-distributed
stochastic neighbor embedding (t-SNE) — to respond effectively to
attacks toward traffic data at each stage of feature engineering,
semi-supervised learning, and adaptive learning. Compared to
other single-class classification techniques, the proposed DNN-
based GANomaly achieves higher scores than 13% and 8% of F1
scores and accuracy of 4.17% and 11.51% for the NSL-KDD and
UNSW-NBI15 datasets, respectively. In addition, our adaptive
learning experiments show mostly improved results over initial val-
ues, and we provide an analysis and monitoring system based on
the combination of the three explainable methodologies. As a result,
our proposed method has the potential to be applied in the real in-
dustry, and future research will explore on handling unbalanced
real-time datasets in various scenarios. The essence of such shifis in
economic paradigm can be better understood by applying various
triggers in functional machine to machine interaction.This can be
better understood by creating a supervised paradigm which better
understands global economic shifts.
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ObHapysicerue SKOHOMUHECKUX 6MOPICEHULL 3AKTI0UAECSL 8 HAXOJIC-
OeHuu HeCaHKYUOHUPOBAHHOL CeMegoltl akmueHOCIU U ONpeoeneHun
moeo, A6NAIMCA 1 OaHHble HeHopmanbHoll nepedaueli no Cemu. He-
OasHue uccnedosans bl COCPeOOMOUEHbl HA MEXAHUBMAX 00Yye-
HUSA € YaCMUYHBIM KOHMPOTEeM OJIAl BbIAGNEHUA AHOMATLHO20 CEMeBo20
mpaghuxa, 4moodbl paccMampueams Kaxk MedeHvlll, max u He cooep-
Jrcauuii MemKu 6 npomviunernocmu. I enepayus dKOHOMUHECKo20
€O8U2a Upaem OYeHb AJCHYI0 POTb 8 CO30AHUU DAIAHCA MENCOY
CBEPXUYBCMBUMETbHBIM NOKONEHUeM U GHewnum pastogecuem. O0-
HAKO 0Oy4eHue 8 pedicume PeanbHo20 BDeMEH U KIACCUPUKayUsL ce-
mego2o mpaghuka OCMaromcst COACHLIMU 3A0A4AMY, NOCKOTLKY OHU
Mozym npusecmu K YXyoueHuio oouje2o Habopa OaHHbIX U mpyOHO-
cmam 6 npedomspawenuu amax. Kpome moeo, cywecmeyrouue uc-
cnedosaHus 8 0bnacnu 00y ueHUs C YACHUYHBIM KOHIMPONEM MO2YN He
0amb 6cecmoponHe20 AHATU3A Pe3)bIMamoe dkcnepumenmad. Imodut
pewums 3mu npoonemel, Mol npeonazaem XA-GANomaly — Hoeyro
MEXHUKY 0OBACHUMO2O AOANMUBHO20 ODYVHEHUsl C HACIIUYHBIM KOH-
mponem ¢ ucnonvzoeanuem GANomaly — modenu obnapysicenus ano-
Mamil U300PaAdICeHUs, KOMOpas NOCIe008AMeIbHO 00ydaem Hebob-
wiue NOOMHOJICECIBA OUHAMUHECKUM Ccnocobom. Bo-nepevix, bl
npedcmasgnaen GANomaly Ha ocroge 2myOoKoll HelpoHHOU cemu
(DNN) ona obyuenus ¢ yacmuynviv Konmpoaem. Bo-emopwix, mbi
npeocmagnaem NpeosioHCeH bl HAMU A0ANTNUSHYILL aneOpUmM O
GANomaly na ocnose DNN, nposepennulil Ha 4embipéx noOMHO4Ce-
cmeax adanmueHo2o Habopa daunwlx. Hakomney, mvl demoHcmpupyem
cucmemy MOHUMOPUH2A, KOMOPAsi BKTIOYAEm 8 ceOsl mpu 00bsCHU-
mbix memooa.: SHapley Additive exPlanations (SHAP), eusyanuzayuio
OUUOOK PEKOHCIPYKYUL U CHIOXACHIUYECKOe GlI0JiCeHUe coceoel C t-
pacnpedenenuem (--SNE) ona agpgpexmusrozo npedynpedxrcoenus amax
HA OaHHble MpaguKa Ha Ka)coom dmane paspadomxu u npoeKmupo-
6aHUA 0OBEKINOB, 0OYUEHUs ¢ YACMUYHBIM KOHMpPONeM U a0anmus-
Ho20 06yuenus. Ilo cpagrenuto ¢ Opyeumu Memooamu Kiaccugurayuu
no oonomy xnaccy npeonazaemas GANomaly na ocnose DNN noseo-
Jsiem nonyuums 6onee svicokue oauwl, uem 13 % u 8 % bawos Fl,
mounocmv 4,17 % u 11,51 % ons nHabopos oannvix NSL-KDD u
UNSW-NB15 coomsemcmesenno. Kpome moeo, nawu sxcnepumennivl
no aoanmusHoMy 00y4eHUI0 NOKA3bIBAIOM 8 OCHOBHOM YITyHUICHHbIE
pe3VILmanbl o CPAGHEHUIO € UCXOOHBIMU 3HAYEHUAMY, U Mbl HPeoy-
cmampusaem cucmemy aHanu3a U MOHUMOPUH2a, OCHOBAHHYIO HA CO-
uemanuy mpéx 00wbACHUMbIX Memoodonocull. B pesynvmame npeono-
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Ray S. XA-GANomaly: An Explainable Adaptive Semi-supervised
Learning Method for Intrusion Detection using GANomaly in Global

DICEHHDBILL HAMU MEMOO UMeem NOMEHYUAT Ol NPUMEHEHUS, 8 Pealb-
HOLL BPOMbIULTIEHHOC, a OYOyuue UCCIe008aAHUS YOy NOCEUIEHbL
06pabomke HecOANAHCUPOBAHHBIX HAOOPOB OAHHBIX 8 PEaTbHOM 6pe-
MeHu 8 paznuunbix cyerapusix. Cymb Makux cO8U206 6 SKOHOMULECKOU
napaoueme MONCHO JiyHie NOHANb, NPUMEHUB PAZTUUHbIC MPU2EPbL 8
yHKYUOHATLHOM 83aUMOOELICIEUY OM YCIMPOUICIBA K YCHPOUCING).
DOmo 803modICcHO OIA200aPsL CO30AHUIO KOHMPOTUPYEMOL NAPAOUSM,
KOMOpasi iyuuie 60CHPUHUMAE T00ATIbHbLE IKOHOMUHECKUE COBUSU.

Knrouegvie cnoga: cucmema obnapysicenus: emopoicenutl, adanmugroe
obyueHue, 0OYYeHUue ¢ HACMUYHBIM — KOHMPOJIeM,  OObACHUMbIIL
UCKYCCIMBEHHbII UHMEIIEKN, CUCTEMA MOHUMOPUH2A.

Poit C. XA-GANomaly: OObsSICHUMBII aJalTHBHBII METO/ OOY4YCHUSI C Ya-
CTUYHBIM KOHTPOJIEM i1 OOHAPY)KEHHsl BTOPXKEHHUI C HCIIONb30BaHHEM

GANomaly B ycnoBHSX IIOOANBHBIX SKOHOMHYECKHX JHMHAMUYECKUX
cmBuroB // OxoHommueckas cpema. — 2023; 1 (43): 4-18. -
http://dx.doi.org/10.36683/2306-1758/2023-1-43/4-18.

Economic dynamic shifts. Economic environment. 2023; Ne 1 (43). -
C. 4-18. — http://dx.doi.org/10.36683/2306-1758/2023-1-43/4-18.

1. Introduction

As computer networks have developed, the number of users who store critical data in the cloud
system has increased, emphasizing the importance of network communication security. However,
cyber security threats, such as system infiltration, sneaking network communication, or tampering
and stealing essential assets, exist in various ways and forms behind the expansion of network com-
munication, compromising the stability and economic feasibility of institutions and governments [1].

Intrusion detection is a representative way of preventing and responding to malicious behavior
in network traffic, which is generally pre-trained network traffic characteristics and analysis results.
Intrusion detection systems are categorized as either signature-based or anomaly-based intrusion de-
tection, depending on how they identify attacks [2]. As current attack types diversify, rather than
signature methods, anomaly-based intrusion detection approaches that leverage training to identify
unknown traffic are deployed as effective technology [3]. One of the most recent abnormal data iden-
tification strategies is deep learning-based pattern recognition, such as artificial neural network
(ANN)-based traffic classification.

Many researchers have investigated intrusion detection methods using deep learning to pre-
vent and process unlabeled attack data in advance [2]. Since labeling by a security expert is expensive
and time-consuming, the significance of semi-supervised learning-based network traffic classification
with only a few labeled data has emerged [4]. In terms of practicality, nevertheless, it is problematic
to implement conventional semi-supervised learning approaches for intrusion detection, such as pre-
dicting through the distribution of reconstruction errors generated from provided data information or
class clustering in unlabeled data, is problematic [5]. For example, real-time datasets have low pre-
diction rates because many unlabeled sub-datasets are continuously generated and accumulated, mak-
ing it challenging to learn changes in the distribution of the dataset in a static way. Furthermore,
performance might fluctuate depending on the amount of data or the proportion of labels for each
subset [6]. Therefore, a dynamic semi-supervised learning mechanism is required to discover the real-
time pattern flow of changing data.

Another issue is validating detection performance on unlabeled real-time data and substanti-
ating the analytic results. Because the post-detection analysis process is crucial for monitoring and
determining whether to identify intrusion traffic under the corporate policy, the outcome should be
appropriately interpreted [7]. For this reason, tools and libraries for eXplainable Artificial Intelligence
(XAI) based on ensemble algorithms such as Local Interpretable Model Agnostic Explanation
(LIME) and SHapley Additive exPlanations SHAP have been widely utilized [8, 9]. Unfortunately,
existing XAl techniques fall short of explicitly describing the output of generative or Generative Ad-
versarial Network (GAN) based models due to the black box problems of deep learning models and
the sluggish expansion of tools.

Therefore, in this paper, we introduce XA-GANomaly, a new intrusion detection model based
on adaptive semi-supervised learning and explainable strategies. Specifically, we build the model for
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an adaptive learning mechanism using GANomaly, which is invented for image anomaly identifica-
tion, by simulating real-time data with different subsets and progressively training based on the results
of the subsets. Moreover, to ensure the reliability of results, we propose an intrusion detection system
(IDS) monitoring method based on XAI methodologies.

The primary contributions of this paper describe as follows:

1. We propose a novel adaptive training algorithm for a semi-supervised learning technique
based on the reconstruction error distribution of GANomaly and test it on four small subsets to sim-
ulate a real-time dataset.

1. We present a monitoring technique based on the new explainable adaptive semi-supervised
learning method that combines SHAP, reconstruction error distribution, and t-distributed stochastic
neighbor embedding (t-SNE).

iii. We evaluate and analyze the proposed model through various experiments, including semi-
supervised learning for one-class classification, adaptive learning for the proposed model, and adap-
tive learning for randomly generated imbalanced datasets, and validate its performance via the pro-
posed explainable methodology.

The remainder of this paper is explained as follows. We explore existing studies on semi-
supervised learning and explainable techniques used in intrusion detection tasks in Section 2. We
explain our proposed methodology for an explainable adaptive semi-supervised learning method us-
ing DNN-based GANomaly in Section 3. We demonstrate our diverse experimental results in Section
4. Finally, we discuss the limitation of our work for future research and summarize the main contri-
butions in Section 5.

2. Related Work

2.1 Artificial Intelligence-based Intrusion Detection Technique

In previous studies, researchers have put efforts to improve the detection accuracy of intrusion
detection mechanisms. Various machine learning and deep learning-based technologies have been
explored to respond to the increasing varieties of attacks and complicated attack patterns. IDS can be
broadly classified into three categories based on their training strategies: supervised, unsupervised,
and semi-supervised learning [2].

2.1.1 Supervised and Unsupervised Learning

Supervised learning is a technique that trains data and classifies them into normal and abnor-
mal classes using labeled target data. This approach is commonly used for intrusion detection tasks
and involves machine learning algorithms such as support vector machine (SVM), k-Nearest-neigh-
bor (k-NN), and ensemble tree models like Decision Tree (DT) and Random Forest (RF) [10-12, 13].
Deep learning models based on ANNs have also been used by stacking multiple layers in-depth. For
example, Rosay et al. [16] presented Multi-Layer Perceptron (MLP)-based deep learning algorithms
and achieved the highest result compared to other machine learning techniques. Kim et al. [ 18] intro-
duced binary and multi-class denial-of-service (DoS) attacks based on Convolutional Neural Net-
works (CNNs) and showed examples of RGB 2D images transformed features of data. Yin et al. [19]
utilized Recurrent Neural Networks (RNNs), one of the time-series models, and found that it per-
formed better than traditional machine learning techniques and MLP. However, research on super-
vised learning methods has limitations because they have focused on enhancing performance, alt-
hough it already shows a high accuracy of 99%.

On the other hand, unsupervised learning is an unlabeled training method that involves clus-
tering data based on similar properties or densities. Chapagain et al. [20] researched to enhance the
K-means technique by using a feature extraction with Principal Component Analysis (PCA). Gener-
ative models have also been suggested for classifying normal and abnormal data based on a threshold
of reconstruction error values. Li et al. [22] used Auto-Encoder (AE) based on RF feature engineering,
and Yao et al. [21] experimented with Variational Auto-Encoder (VAE) to develop the latent vector
representation from AE based on a probabilistic concept. In recent years, Generative Adversarial
Networks (GANs) have been suggested to build powerful generators by adversarial training [6]. For
instance, Boppana et al. [23] constructed a hybrid model of AE and GAN to deal with IoT security
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concerns and showed superior results compared to other one-class classification methods. However,
unsupervised learning approaches might be challenging to apply in practice due to the time complex-
ity of training a large amount of unlabeled data.

2.1.2 Semi-supervised Learning

In semi-supervised learning, both labeled and unlabeled data are used for training. Many re-
searchers have explored various ways, including self-training, co-training, and multi-view learning
in computer engineering [21]. Meanwhile, modifying supervised and unsupervised learning strategies
have been researched for many years to tackle semi-supervised learning in the intrusion detection
tasks. For example, Shah et al. [25] incorporate SVM and RF with a semi-supervised algorithm that
trains and predicts with a small portion of datasets. However, this mechanism is only suitable for
normal and attack-labeled data.

In contrast, generative models can be used to handle normal labeled data, reducing the need
for time-consuming manual labeling. Such feature makes them well-suited for use in real-world in-
dustries. Hara et al. [26] developed an AE-based model with adversarial training for extracting clas-
sification patterns and characteristics from latent vectors. Their results showed better performance
compared to traditional machine learning techniques. Similarly, Kale et al. [35] suggested a hybrid
architecture that combined K-means, CNN, and GANomaly for each unsupervised, supervised, and
semi-supervised learning. This approach resulted in higher accuracy than the one-class classification
methods. GANomaly, in particular, is a powerful GAN model for detecting anomalies in images by
capturing the underlying distributions of normal images using adversarial training between the gen-
erator and discriminator [25]. However, the main drawback of such hybrid models is that they require
a significant amount of resources with different label types.

To address these challenges, we focus on GANomaly-based semi-supervised learning, which
can handle real-time simulated data, even with a small normal labeled dataset. Furthermore, we aim
to allow a single model to adapt and improve over time.

2.2 Adaptive Learning for Intrusion Detection

Recently, some adaptive learning algorithms have been developed to boost the performance
of models used in research areas, such as fog computing and IoT [26]. For example, Gao et al. [30]
introduced an adaptive MultiTree model that integrates multiple tree models and leverages a weighted
voting technique to optimize detection results and enhance result quality. Hu et al. [31] presented a
method for generating synthetic data to improve the effectiveness of CNNs in detecting attack traffic.
Lin et al. [32] used an online technique to adaptively update the SDN framework to optimize the
bagging algorithm and imbalanced network traffic. In contrast, the primary purpose of adaptive learn-
ing in the field of computer engineering field has been defined as adapting models to new forms of
data [28]. Thus, our goal is to enable the model to adapt to unseen and unlabeled data, which is
typically encountered in real-world scenarios.

2.3 Explainable Method Applied to Intrusion Detection

Explainable intrusion detection studies aim to achieve a high detection rate and low false pos-
itive rate performance [22]. Explanation skills also allow security professionals to understand the
model's construction, guide the development of better models, and make appropriate decisions in
identifying attack traffic [30]. For instance, Local Interpretable Model-agnostic Explanation (LIME)
based interpretable intrusion detection, which operates regardless of the model type, can observe the
result value where the predicted value changes for perturbation. Additionally, there are research cases
that explain the built-in feature importance obtained by training a tree-based ensemble algorithm [9].

In contrast, SHAP, a recently introduced explainable Al that utilizes game theory and ranks
by contributions, has gained attention. This is because it works well for both tree-based ensemble
algorithms and MLP, allowing the measure and analyze contributions related to positive or negative
influence [8, 30]. Since SHAP provides explicit interpretation in detail using deep neural networks,
this paper aims to develop an explainable model by combining SHAP with two other explainable
methods in order to examine the proposed adaptive semi-supervised learning algorithm.

2.4 Monitoring System in IDS

Monitoring systems for network traffic are generally referred to as Network Traffic Monitor-
ing Analysis (NTMA) [31]. Early research has paid attention to the method for supervising the trans-
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mission status and speed of network traffic. For example, focusing on cases where the bandwidth is
out of the general range, pattern analysis such as File Transfer Protocol (FTP), and flow monitoring
[7]. Furthermore, NTMA has been developed to effectively analyze complex traffic transmitted over
expanding networks due to cellular and high-capacity video or image [31]. Representative deep learn-
ing models for performing specific analysis through traffic classification include CNNs that learn
traffic characteristics and RNNs models that learn temporal characteristics [31]. However, the poten-
tial limitation of existing monitoring systems in IDS is that it is difficult to ensure network security
solely based on the stability and efficiency of the traffics. Hence, this paper focuses on constructing
a monitoring methodology using explainable techniques obtained from the proposed model to detect
attack traffic.

3 Proposed Methodology

In this section, we introduce our novel intrusion detection framework based on adaptive semi-
supervised learning that can dynamically train on small new datasets and a hybrid explainable intru-
sion detection technique to evolve it into an intrusion detection monitoring system.

3.1 Overall Framework

As illustrated in Fig. 1, the proposed framework is divided into five stages with a combination
of three stages generally performed in previous studies [32-33] and the remaining stages developed
in this paper. First, in the data preprocessing stage, the categorical data is encoded, the entire dataset
is scaled, and essential features are selected. Second, to handle different dataset types, including mul-
tiple subsets, we divide datasets into labeled, unlabeled, and adaptive datasets. Third, in the semi-
supervised learning phase, we first use DNN-based GANomaly to train a given normal dataset and
test labeled abnormal dataset. The reconstruction error distribution is acquired using the gap between
the trained normal data and the tested abnormal data. In order to distinguish the attack and non-attack
labels, we determine the threshold as the median of reconstruction error from the normal dataset.
Fourth, in the adaptive learning phase, we utilize our proposed adaptive algorithm to progressively
add normal and abnormal data while assuming that several small subsets are continually accumulated.
In the fifth stage, we validate the adaptive semi-supervised learning results using a combination of
three explainable strategies: SHAP, reconstruction error visualization, and t-SNE. As a result, we
integrate these analysis results into a monitoring dashboard system. The specific methodology is de-
scribed in Section 3.2.

1. Preprocessing

Intrusion Detection n 5
Encoding Categorical Scaling Feature Engineering
Dataset Feature N

[

2. Split Dataset

|
i ] '

[ Labeled Dataset ] Unlabeled Dataset ] [ Adaptive Dataset ]

| l |

3. Semi-supervised Learning 4. Adaptive Learning 5. Explainable Intrusion Detection

l | l

[ Train Normal Data ] _,[ Predict Unlabeled Data ] Predict Subsets of an

Adaptive Dataset 0

SHAP

Test Abnt[:;:l:l Labeled Treshold o= ) l
2 P ; R
redicted Value Apply the Proposed e
Adaptive Algorithm SHUEHOT
Visualization
Calculate Reconstruction l
Label with Normal Data

Error and Set Threshold e
Model Freezing ] [ Label with Abnormal Data

Update Normal and SN
Abnormal Dataset

°Readjlm Reconstructi
[ Fre rainedMode ]; LT .

L

A General Anomaly Detection Technique A New Methodology for Anomaly Detection 0 X' refers to the result extracted from X

Figure 1 — Overall framework of the explainable adaptive intrusion detection based on the
combination of previous semi-supervised learning techniques [32-33] and our proposed techniques
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3.2 Explainable Adaptive Semi-supervised Learning Algorithm

To improve the ability of the GANomaly model to detect abnormal classes in images, we
modify the DNN-based GANomaly model by training only critical features throughout the feature
engineering process. Specifically, we stack fully-connected layers by halving their size using Recti-
fied Linear Units (ReLUs) as the activation function for each layer. Additionally, we employ an L1-
regularizer only on the second layer to add weights to the layer’s output.

As shown in Fig. 2, the proposed explainable adaptive semi-supervised learning technique
uses DNN-based GANomaly and three explainable techniques. The loss function (£) used to optimize
the training model is defined as Eq. (1)

L= lz=2lz+ llx = Zll, + ID(x) = D(F)Il2, (1
where x denotes as the input,
E is the encoder,
G is the generator,
D is the discriminator, and z is the latent vector extracted from the encoder.
The generator and discriminator are adversarially trained to obtain X, which simulates the real
input data x.

____________________________________________________________________________________________________________

Initial Dataset [ Normal Dataset ] [ Abnormal Dataset ] !

Adaptive Dataset [ Subset 1 H Subset 2 H Subset 3 ] [ Subset n ]

| ”””””””””””””” i Latent space visualization by t-SNE |
(SSE) N Ry o0 e Y

___________________________ | . o Abvomal
© Noma

v
Reconstruction Eror

sf e, .
ot
Qa e

S0 1000 1500 20000

I
Distribution of Reconstruction Error |

Generator (G)

Discriminator (D)
Generator Encoder
Generator Decoder Normal/
Discriminator Abnormal

Latent Vector

Input/Generator Output SHAP

Adaptive Semi-supervised Learning for Intrusion Detection Explainable Techniques

Figure 2 — Proposed explainable adaptive semi-supervised learning technique for intrusion detection
using DNN-based GANomaly and three explainable techniques

Algorithm 1: Adaptive semi-supervised learning for intrusion detection

Input: Adaptive Dataset
1. Divide the adaptive dataset into n subsets
2. Get the median threshold from pre-trained DNN-based GANomaly
For each subset;
Predict i*" subset from pre-trained Gz(x) and E(G(x))
Score = MinMaxScaler(Reconstruction error computed by SSE)
IF score < Thresholdegian
Label to normal
IF score >= (Threshold,,,x X a)
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Label to abnormal
Merge new normal and abnormal data into the i — 1" subset
End For
Output: Adaptively updated dataset

We calculate the reconstruction error using Sum Square Error (SSE), which is defined as Eq.
(2), between latent vectors and describe the distribution of normal and abnormal traffic data, focusing
on the fact that latent space represents a distribution similar to that of the input [25]. The SSE output
is used to update our adaptive dataset with predetermined labeled data based on certain criteria. Al-
gorithm 1, which is based on double thresholds for the distribution that distinguishes normal from
abnormal, demonstrates the specific processes and threshold criteria used. The algorithm assumes
that data can be trained adaptively when training the difference between normal and abnormal recon-
struction rates is significant. Each max and median value of the normal data reconstruction error rates
is the criterion for accepting new abnormal and normal data, respectively.

= yn . — 5.2
=
SSE 1zi — 2) (2)

After the adaptive semi-supervised learning process, subsets of the data are collected to create
a single dataset log. This log includes provided instances of abnormal behavior and is used to monitor
and improve the adaptive learning process. To gain further insights into the data, we propose an adap-
tive semi-supervised learning method capable of interpreting a combination of SHAP, reconstruction
error distribution, and t-SNE.

First, we use SHAP to express the importance of features in rank order based on their contri-
bution, which is useful in the feature engineering stage that follows adaptive learning. Unlike other
feature importance techniques, such as ensemble-based feature importance, SHAP takes into account
the relationship between features and can provide more accurate results even when multicollinearity
between explanatory variables exists. It calculates the contribution of features based on game theory
to determine feature importance by aggregating multiple qualities and computing the Shapley Value,
which represents the average change in the predictions of the model due to the presence or absence
of specific features, as shown in Eq. (3).

ISILAF|=IS1=D)!X[ £ sugiy Cesugip) —fs (xs)]
b = Xscr\(i} |F|L:{} = , (3)

Where ¢;,F,S, fsugy, and fs(x) are referred to as Shapley Value for it" data, entire dataset, rest of
the data except i*" data, entire contributions, and rest of contribution except the it" data, respectively.

Second, we employ reconstruction error-based visualization to show the threshold with nor-
mal and abnormal labels by displaying the distribution of reconstruction errors acquired from SSE.
This procedure not only helps to alter the position of the threshold set in semi-supervised learning but
also helps intuitively confirm the sufficiency of the threshold used within adaptive learning.

Third, we deploy t-SNE, a dimensionality reduction technique, which has been shown to out-
perform PCA in reducing high- to low-dimensional data. This technique is particularly well-suited
for latent vectors extracted from image-based generative models, as it can express high-dimensional
latent space. The reason is that vector visualization is conducted by transferring the distance between
data into stochastic probability and then applying it to embedding while maintaining the distance
between points in the original space.

Since the reconstruction error of our proposed adaptive algorithm means the difference be-
tween the latent vectors of the generative model, we use t-SNE. This visualization method can pre-
serve the data distribution of the original dimension. In addition, the better the performance of the
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adaptive algorithm, the higher the density between classes of data in t-SNE. Thus, we use t-SNE to
demonstrate the SSE results of the proposed adaptive algorithm for each subset, by verifying the
density between normal and abnormal classes.

Our ultimate goal is to monitor each stage by integrating these three approaches for each stage,
such as feature selection, verifying threshold, and monitoring transforming data distribution. The de-
tails are described in Chapter 4 using a monitoring dashboard.

4 Experimental Results

In this section, we presented some experiments, analyzed them to clarify their significance,
and compared similar techniques to validate our proposed methodology using two network traffic
datasets, NSL-KDD and UNSW-NBI15.

4.1 Experimental Environment Settings

All experiments were carried out on Ubuntu 18.04.5 LTS with an Intel(R) Xeon(R) CPU
E5-2650 v4 @ 2.20GHz and three GeForce RTX 3090s with 256GB of memory. Tensorflow and
matplotlib, one of the well-known libraries for deep learning and visualization, were utilized for in-
trusion detection and monitoring visualization, respectively.

4.2 Datasets and Preprocessing

In this section, we briefly describe NSL-KDD and UNSW-NB15 datasets, which are publicly
network intrusion detection datasets employed for performance evaluation in multiple existing stud-
ies. In addition, the same preprocessing approach was performed to suggest a universal framework
for datasets with two different distributions. Specifically, labels in the dataset were modified to dis-
cern binary normal versus abnormal traffic, and categorical features were numerically encoded for
training. In addition, among the scalers provided by scikit-learn, scaling was performed using Max-
AbsScaler which is sensitive to outliers, to set the two different distributions to be the same. These
two datasets were reconstructed based on three types of datasets as described in Section 3 as shown
in Tab. 1. In detail, labeled, unlabeled, and adaptive datasets are divided into 50%, 30% and 20% of
the total dataset, respectively. In addition, each adaptive dataset is divided into four subsets as repre-
sented in Tab. 2.

Table 1 — The information of datasets

Dataset Labeled dataset ~ Unlabeled dataset ~Adaptive dataset  Total

NSL-KDD Normal 33,446 23,117 13,448 70,011
Attack 29,540 20,448 11,747 61,735
Total 62,986 37,791 25,195 125,972

UNSW-NBI5 Normal 23,117 22,215 9,573 54,905
Attack 18,049 2,484 6,894 27,427
Total 41,166 24,699 16,467 82,332

Table 2 — The description of subsets of adaptive datasets

Dataset 1t subset 2" subset 3" subset 4™ subset Total

NSL-KDD Normal 3,362 3,429 3,328 3,329 13,448
Attack 2,936 2,995 2,908 2,908 11,747
Total 6,304 6,424 6,236 6,237 25,195

UNSW-NB15 Normal 2,393 2,441 2,369 2,370 9,573
Attack 1,723 1,758 1,707 1,706 6,894
Total 4,116 4,119 4,076 4,076 16,467
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4.2.1 NSL-KDD Dataset

NSL-KDD [34] is a dataset constructed by eliminating duplicate rows and minimizing the size
of KDD'99 dataset. The dataset is divided into three subsets, such as KDDTrain+20%, KDDTrain+,
and KDDTest+, and we selected KDDTrain+ which had the most records. This dataset contains 41
features: nine basic features derived from packet header information (1st to 9th), twelve payload con-
tent features (10th to 21st), and nine-time features representing the number and speed of traffic con-
nections (22nd to 30th), ten statistical features (31st to 40th) related host counts, and a label column
[35]. Among them, string types of features, such as protocol type, service, and flag, are converted
into numeric values, and normal and abnormal labels are converted to 0 and 1.

4.2.2 UNSW-NBI15 Dataset

UNSW-NBIS5 [36] is a large amount of network traffic data collected by Cyber Range Lab
using the IXIA PerfectStorm tool to derive better simulation results than KDD'99 or NSL-KDD. The
dataset consists of 49 features, of which 47 are independent variables, excluding the attack type, label,
and binary label. In specific, the columns in the dataset are divided into five features related to traffic
flow (1st to 5th), twelve intrinsic header features (6th to 18th), seventeen features related to payload
content (19th to 26th), eighteen features related to the connection time between the source and target
(27th to 35th), and eleven additional features related to various cases of time and connection (36th to
47th). The 48th feature, multi-types of attack, was not used to identify abnormal data, and proto,
service and state in string form were encoded in the same way as preprocessing used in the other
dataset.

4.2.3 Feature Engineering

Feature selection has been employed as an effective method to learn essential features or re-
duce the time complexity of training artificial intelligence-based models. In this paper, we selected
21 high-ranked features by evaluating the feature importance of an extra trees classifier, an ensemble
algorithm-based tree model known to represent decision boundaries better and provide higher perfor-
mance than a random forest classifier for classification tasks. The features related to the intrusion
detection techniques will be described in Section 4.4.3 in detail.

4.3 Evaluation Metrics

Several metrics are available to evaluate the intrusion detection performance of categorizing
normal and abnormal traffic. Accuracy and F1-score are among the most powerful evaluation metrics
expressed in Egs. (4)-(5). Accuracy represents overall performance, whereas the F1-score denotes the
probability of a false positive value and a false negative value according to precision and recall math-
ematics representation according to Egs. (6)-(7). Since mispredicted abnormal traffic might be harm-
ful to protect network security, the higher the F1-score, the more robust the detector.

True Positive + True Negative

Accuracy = — ,
True Positive + Fasle Negative

4
F1 — score — 2 x Lrecision x Recall 5

Precision + Recall

.. True Positive
Precision = — — (6)
True Positive + Fasle Positive

Recall = True Positive (7)

True Positive + Fasle Negative

4.4 Performance Evaluation and Analysis

In this section, we provide the experimental comparison of the performance models utilized
in our presented adaptive intrusion detection approach, as well as visualizations and analysis of the
results obtained from integrating three methodologies for explainable model development. First, we
examined the performance of various semi-supervised learning techniques for anomaly detection in
order to select a model for our adaptive intrusion detection system. We then presented the outcomes
of our proposed adaptive intrusion detection system using the chosen model. Finally, we performed
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a detailed analysis of the model from three perspectives: SHAP, t-SNE, and reconstruction error vis-
ualization.

4.4.1 Performance of the semi-supervised learning techniques

To establish a baseline model for our proposed adaptive semi-supervised learning technique,
we trained the given normal datasets using one-class classification models such as One-class Support
Vector Machine (OCSVM), auto-encoder (AE), and CNN-based GANomaly. We then predicted un-
labeled datasets, including both normal and abnormal traffic and evaluated their performance using
metrics such as accuracy and f1-score. As illustrated in Fig. 3, our proposed DNN-based GANomaly
model demonstrates superior performance compared to the other three techniques. Specifically, the
results show an improvement of 13% and 8% of fl-score and 4.17% and 11.51% accuracy for the
NSL-KDD and UNSW-NBI1S5 datasets, respectively. With decreased false positive and false negative
rates, we conclude that our proposed method is a well-trained model for both normal and attack traf-
fic.

100.00%

80.00%

60.00%

40.00%

20.00%

0.00%
AE

Accuracy and F1-score (%)

0CSVM G?'\':'a‘?[\rl';'y ours
B Accuracy(NK) 83.00% 77.03% 68.39% 87.17%
m Fl-score(NK) 76.00% 67.00% 79.00% 92.00%
Accuracy(UN15)  57.00% 47.19% 72.41% 83.92%
F1-score(UN15) 38.00% 63.00% 83.00% 91.00%

Figure 3 — Performance comparison of the semi-supervised learning models
on the NSL-KDD(NK) and UNSW-NB15(UN15) datasets

4.4.2 Performance of the Adaptive Semi-supervised Learning Algorithm

To evaluate the effectiveness of the proposed adaptive algorithm for the continuous accumu-
lation of subsets, we applied the algorithm to four subsets of data as shown in Tab. 2, and updated the
results sequentially. We compared the performance of the proposed DNN-based GANomaly model
with that of AE and CNN-based GANomaly, which are not reconstruction error-based classification
techniques.

To begin with, we performed initial tests on semi-supervised learning. Then, we applied the
proposed adaptive algorithm to the four sequentially incoming traffic subsets. As shown in Tab. 3,
the results for the first subset, which is based on the threshold of the one-class classification model,
did not show a significant change. However, the results for the second subset improved significantly
compared to the initial test results, and further improved for the fourth subset.

Furthermore, we also performed imbalanced dataset classification to evaluate the proposed
adaptation algorithm in different scenarios. Each of the four subsets was randomly partitioned, and
normal and attack labels were allocated disproportionately. As shown in Fig. 4, the results of the
proposed algorithm outperformed those of the initial subset. However, in some of the second subset
results, the scores were higher than the result because certain subsets had more data with abnormal
data. Therefore, while our proposed algorithm shows high overall performance, it is sensitive to the
number of data in unbalanced datasets.
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Table 3 — Increased percentage of initial test results when using the proposed adaptive learning
algorithm

Dataset NSL-KDD (%) UNSW-NBIS5 (%)

Method AE GANomaly Ours AE GANomaly Ours
(Naive) (Naive)

Initial test- 77.03% 68.39% 87.71% 47.19% 72.41% 83.92%

set

1¥ subset +0.00% +0.00% +0.00% +0.17% +0.00% +0.00%

2" subset -0.02% +10.97% +7.23% +0.17% +11.15% -0.29%

3" subset +1.96% +6.23% +7.23% +5.98% +8.75% +6.39%

4™ subset +1.70% +7.95% +5.46% +13.68%  +14.45% +7.95%

751

704

65 1

Accuracy (%)
Fl-score (%)

60
—&— 100% of Adaptive Dataset
—a— 75% of Adaptive Dataset
—8— 50% of Adaptive Dataset

—8— 100% of Adaptive Dataset
—4— 75% of Adaptive Dataset
—8— 50% of Adaptive Dataset

551
35.01

1st chunk 2nd chunk 3rd chunk 4th chunk 1st chunk 2nd chunk 3rd chunk 4th chunk
Subset of NSL-KDD dataset Subset of NSL-KDD dataset

Accuracy (%)
Fl-score (%)

76 1 —8— 100% of Adaptive Dataset 70 4
—4— 75% of Adaptive Dataset
—e— 50% of Adaptive Dataset

—8— 100% of Adaptive Dataset
—4— 75% of Adaptive Dataset
—e— 50% of Adaptive Dataset

65 4

72 T T T T T T T T
1st chunk 2nd chunk 3rd chunk 4th chunk 1st chunk 2nd chunk 3rd chunk 4th chunk
Subset of UNSW-NB15 dataset Subset of UNSW-NB15 dataset

Figure 4 — Intrusion detection performance for 100%, 75%, and 50% of random adaptive datasets

4.4.3 Model Analysis for Hybrid Explainable Intrusion Detection Techniques

In order to perform explainable adaptive semi-supervised intrusion detection, we analyzed the
outcomes of using SHAP, reconstruction error distribution, and t-SNE distribution, as shown in Fig.
2. Because SHAP is effective for undertaking feature engineering following adaptive training, we
demonstrated feature importance for NSL-KDD and UNSW-NBIS5 in Fig. 5. The figure shows that
traffic-related information being more important than that of basic packet header. Specifically, the
NSL-KDD dataset is highly influenced by connection speed, as seen in the top features: "count", "dst
host srv serror rate", "level", "dst host same srv rate", "logged in", and "srv serror rate". The UNSW-
NBI15 dataset is affected by both the TTL value and connection speed, with the top five features being
“stt]”, “ct dst sport Itm”, “swin”, “st dst src Itm”, and “dttl”.

The reconstruction error distribution and adaptive t-SNE visualization are displayed in Fig. 6.
In the top right corner of Fig. 6, there are a few blue dots above the threshold that represent attack
data. Because the distribution of normal and abnormal is so varied, security experts might perceive
this model as having been well-trained on the data set. Additionally, security experts could examine
the specific range of data that displays a yellow alert, indicating anomalous data that is close to normal
data, and track those logs to prepare for future attacks.
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NSL-KDD Dataset UNSW-NBI1S Dataset

count sttl
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logged_in dttl
srv_serror_rate ct_state_ttl
protocol_type dmean
dst_host_serror_rate ct_src_dport_Itm
dst_host_count ct_dst_Itm
dst_host_srv_count ct_src_Itm
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Figure 5 — Feature importance of SHAP for NSL-KDD and UNSW-NB15 dataset

The bottom of the figure shows how the latent space changes dynamically after training with
the adaptive method. In the second subset, we observe overlapping portions, whereas in the fourth
subset, a clear separation between the normal and abnormal distributions is shown, indicating that the
adaptive algorithm’s results are satisfactory. As a result, security experts could quantitively examine
the performance of the adaptive learning algorithm.
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Figure 6 — Example of intrusion detection monitoring screen for NSL-KDD dataset

5 Discussion and Conclusion

The constantly evolving nature of malware and intrusion traffic poses a significant challenge
for traditional training models. It is also challenging to understand the results of detection on unla-
beled real-time data. This study proposes the XA-GANomaly model, an adaptive semi-supervised
learning approach that can learn from small subsets of real-time data and constantly update its detec-
tion capabilities to takle these problems. Furthermore, three interpretive strategies for analyzing un-
labeled network traffic data were developed: SHAP, reconstruction error distribution, and t-SNE. In
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sequence, these can be used to analyze features, semi-supervised learning results, and adaptive learn-
ing results, in sequence. As a result, the XA-GANomaly model surpassed other one-class classifica-
tions, highlighting the potential for continuously improving detection results through adaptive train-
ing. Additionally, a dashboard display was created to provide security professionals with visual in-
sights. However, future work should focus on developing the adaptive algorithm robust to imbalanced
datasets. Nonetheless, this study presents a novel adaptive algorithm with the potential to respond
quickly to real-time attack traffic and has industrial applicability through its intuitive interpretation
and visualization capabilities.

Global economy with supervised learning has seen a shift in advanced integration which can
be better understood with values and functionalities.
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